
 
 

The Freezerworks® Validation Verification Package 
 
This Validation Verification Package is provided to help inform customers of the thorough validation 

process Dataworks uses to ensure only top quality products are released.  This documentation of our 

development system offers customers a method to assess our dedication to quality product design and 

testing.  

Commitment to Quality 

Dataworks Development, Inc. has over 30 years of experience devoted to the design and continuous 

improvement of our Software Development LifeCycle, including program testing.   We are committed to 

meeting or exceeding the software development requirements of the FDA, as well as our customers’ 

quality standards.  Every staff member at Dataworks is dedicated to providing our customers with the 

best products in the industry.  This Validation Verification Package will illustrate some of the steps we 

take to provide the highest quality software possible. 

Contents 

 Software Development LifeCycle (SDLC) Summary 

 Program Components Validated 

 Samples of Completed Testing Artifacts 

 Sample of Master Validation Plan - Test Script Log 

 Certificate of Validation 

Please note that the testing procedures and artifacts, referenced below, are written to satisfy 

requirements of validation by a software development company.  While Dataworks strives to include the 

most extensive variety of test cases and data ranges in our systems, they are in no way intended to 

replace the end-user validation required by the FDA.  They are not a substitution for the laboratories’ 

responsibility to assess their own unique needs (functional requirements) and risk levels.     

Summary 

Only when all development and testing procedures have been completed satisfactorily will the project 

manager certify a version of the software for public release.  A Certificate of Validation is included at the 

conclusion of this document.  Please contact Dataworks if further information or documentation is 

needed.   

 

Shannon Murray 

Quality Assurance and Project Manager 

Vice President – Dataworks Development, Inc. 

(425) 673-1974 

shannon@dwdev.com 

mailto:shannon@dwdev.com


  

Freezerworks 2018 Validation Verification Package   Page 2 of 15  

The SDLC Process 
 

The Dataworks Software Development LifeCycle (SDLC) was created in accordance with FDA 

Guidelines and other current industry technology standards.  This extensive SDLC system 

governs the creation of our software from start to finish; from user input and requirements 

analysis through production and release.  We routinely evaluate our SDLC processes with an 

eye towards continual improvement.  The quality objectives of the SDLC will be regularly 

communicated and reviewed with the employees who fulfill them.  In support of the Dataworks 

Mission Statement, we are dedicated to making high quality software through this SDLC.  
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Agile Software Development Methodology 

In August of 2017 Dataworks began implementation of a new style SDLC for our Freezerworks 

product line. The new methodology is based on the Agile approach and takes full advantage of 

the scrum team, product development sprints, and stakeholder involvement.  The Agile 

Development Team is comprised of the software developers, representatives from the QA 

Department, and the Technical Writer.  Jira, the issue and project tracking database is used to 

trace all feature requests and error reports through this SDLC process.  

 

As illustrated above, the SDLC is comprised of the following elements:  
 

Backlog Refinement  

The Product Owner(s) are responsible for the maintenance of the backlog of User Stories.  They 

will evaluate each Feature Request, assigning a Priority value to it: Must Have, Should Have, 

and Could Have.  Likewise, they will evaluate each Error Report and determine its Impact and 

Urgency.  These evaluations will determine the placement of the issue on the backlog.  Feature 

Requests and Error Reports are submitted by employees on behalf of customers and are linked 

to the customer’s record in the Customer Relationship Management system. 

 

Release Planning Meeting 

At the beginning of each new Release cycle, a meeting will be convened with all members of 

the Agile Development Team including internal stakeholders representing Sales, Marketing, IT, 

and Support.  A limited number of large User Stories (Epics) will be selected for completion 

during the Release.  The Agile Development Team and Stakeholders will discuss each Epic and 

Story selected and assign Story Points to it based on the anticipated complexity.  The number of 

Stories selected will depend on the estimated Story Points and the current known velocity of 

the Agile Development Team. 

 

Sprint Planning 

Each Release will be comprised of multiple two or three week Sprints.  At the beginning of each 

Sprint, the Agile Development Team will meet to select issues from the backlog to be 

completed during the Sprint.  The number of issues will depend upon the capacity of the team 

members for that Sprint.  The team will discuss each issue and estimate the time required to 

complete it.   

 

Daily Scrum 

The members of the Agile Development Team will meet daily to report on activity progress, 

including any blocking problems.  The Scrum Master will facilitate the meeting and assist with 

clearing any reported blockers. 

 

Unit Testing 

Each developer will be responsible for writing Test Cases to use in Unit Testing.  He will also be 

responsible for initial validation of all code written to satisfy the Acceptance Criteria.  Special 

attention will be paid to any needed regression testing.  The QA department will assemble and 
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execute test case runs to verify and qualify that each issue meets the Acceptance Criteria.  Test 

results are documented in the Jira issue tracking database.  Unit Testing is to be completed and 

the Acceptance Criteria should be satisfied by the end of each Sprint.  

Test Cases & Validation 

The QA department will assemble and execute test case runs to verify and qualify the issues 

during each Sprint based on the test cases created by development during Unit Testing.  QA will 

also identify edge cases and ancillary testing beyond the basic functionality specified in the 

Acceptance Criteria.  Test Cases specify inputs, execution conditions, and expected results for a 

particular objective. The objective of the test cases is to determine if the program meets the 

acceptance criteria and to find errors via high yield testing (those cases with the highest 

probability of finding errors and reducing the number of test cases needed).   At least one 

person performing validation must not have participated in the programming of the project 

being tested.  Performance of the program is documented at each step of the Test Case.  All 

test results are documented in the Jira issue tracking database.  Any errors found during 

validation are entered in JIRA, corrected by the development team, and tested again in the next 

testing round.   

Code Review 

After initial validation is completed, the developer will set the Status of the Issue to “Code 

Review Requested” and assign it to another developer for review.  Code Review will check for 

some or all of the following: 

 

 Adherence to SOP and Best Practice 

 Completion of Test Cases 

 Appropriateness of techniques for scalability and performance 

 Check for errors, omission, and opportunities for improvement 
 

Any errors, omissions, or suggestions will be noted in the Jira issue and assigned back to the 

developer.  When complete, the developer will assign the Issue to the QA Department for 

inclusion in the formal validation. 

Sprint Review 

At the conclusion of each Sprint, the Agile Development Team will meet with the internal 

stakeholders to review the completed product for that Sprint.  Any errors or suggested changes 

will be documented for inclusion on the backlog. 

 

Sprint Retrospective 

Following the Sprint Review, the Agile Development Team will meet to discuss what went well 

during the Sprint, what did not go well, and what changes should be made in the process to 

address these points. 
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Stakeholder Involvement 

Regular involvement of both internal and external stakeholders is considered critical for the 

success of the product development.  Internal stakeholders will include representatives from 

Sales, Marketing, and Support.  External stakeholders will be selected from our active customer 

base, determined by expressed interest in the area of the program being modified or written.   

Regularly scheduled calls with external stakeholders will be conducted to demonstrate the 

product as it is in development and obtain feedback regarding the functionality and user 

interface.  External stakeholders are also essential for fleshing out User Stories. 

Internal stakeholders will be invited to attend the meetings with the external stakeholders.  

Additionally, they will be asked to review User Interface in the middle of Sprints, discuss 

functionality issues as they arise, etc. 

 

Regression & Acceptance Testing 

With the help of the developers, the QA department will identify those areas of the program 

that require regression testing as a result of the changes made during a Sprint.  Test cases will 

be defined and executed to ensure that all required regression testing is completed.  Additional 

Acceptance Testing will be conducted to ensure that the Acceptance Criteria is continued to be 

met for all Stories conducted during the release.  Acceptance Testing will also include sanity 

testing on the basic functionality of the program as well as any other areas deemed a high risk. 

Release Review 

At the completion of a defined Release cycle, all stakeholders will be invited to attend a final 

review meeting at which all of the product changes are demonstrated.  Any errors or 

modifications identified will be added to the Product Backlog. 

 

Release Retrospective 

After the Release Review, internal stakeholders will meet with the Agile Development Team to 

discuss what went well during the Release cycle, what went poorly, and what changes need to 

be made to the process. 

 

Release Publication 

The Quality Assurance Department will oversee the release process.  “General” releases consist 

of upgrades, maintenance updates, or hot fixes.  Each release follows the SDLC procedure.  

Upgrades are released every 4-6 months; maintenance updates (including hot fixes) will follow 

an expedited schedule as needed.  Customers are informed of upgrades and updates via e-mail 

and website notifications.  “Limited” releases are sometimes made available to customers who 

have been affected by very specific error fixes within the release that does not affect the 

common use of the program.  The Customer Support Department will distribute upgrades to 

existing customers.  Following a release, any new feature requests and error reports will be 

added to the product backlog in Jira, as the SDLC continues on.   
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Freezerworks Validated Components 

 

The following is an overview of modules covered in the Freezerworks Validation.  Some program 

functionality is tested under multiple modules. The Freezerworks Master Validation Plan dictates that 

testing be run in multiple rounds, validating performance in the all four Freezerworks editions.  The 

Master Validation Plan also includes performance, cross-platform, upgrade and installation testing. 

 

Installation 
Windows Desktop 
Windows Server 
Mac Standalone 
Windows and/or Mac 

Client 
Web Server 
Serial Numbers 

Aliquots 
Add, Modify, Delete  
Field Level Security 
Transactions 
Sub-Aliquoting 
Lineage 
Shipping 
Move Aliquots 
Process Workflows 

System Administration 
Users, Groups, Roles 
Owner Security 
User Defined Fields 
People 
Configure Entry Forms 
Configure List Views 
Configure Workflows 
Audit Trail 

Scanner 
Alternate keyboard input 
 

Patients 
Add, Modify, Delete  
Link from Samples Entry 
PHI Security 

Samples 
Add, Modify, Delete 
Ownership 
Field Level Security 
Calculated Fields 
Duplicates Checking 
Editable List Views 

Initialization 
Login 
ODBC 
System Properties 
Multi-User 
System Configuration 

and Setup 
Menu Access 
User Preferences 

Batch Entry & Update 
Configure Forms 
Samples 
Aliquots 
New Positions 
Transactions 
Workflows 

 

Printing 
Configure/Print Reports 
Configure/Print Labels 
Bar Code Labeling 
Label Specifications 
Location Reports 
Count Reports 
Adjust Printer Settings 

 

Search 
Simple Search 
Advanced Search 
Advanced Search Email 
Scheduling Searches 
Search by Scanned Field 
Search by Location 
Search by Text File 
 

Freezers 
Configuration 
Add, Modify, Delete 
Security 
Explore Freezers (by 

“Alias”, by “Tree”, 
by “Visual”) 

QC Check Freezer 
Empty Positions Report 

Transactions 
Aliquot level 
Add 
View 
Audit Trail 

 

Import Data 
 

Export Data  

Upgrading Previous Versions 
 

Web Links Users’ Guide 
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Testing Artifact Sample:  Feature Requests (User Stories) from the Product Backlog tracked during a Sprint   
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Testing Artifact Sample:  Detailed view of a Feature Request (User Story) in the Jira database  
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Testing Artifact Sample:  Error Reports discovered during testing and traced through Sprint cycles  
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Freezerworks 2018, version 10.0.00, Master Validation Plan – Test Script Log 
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Master Validation Plan – Test Script Log continued (pg 2 of 5) 
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Master Validation Plan – Test Script Log continued (pg 3 of 5) 
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Master Validation Plan – Test Script Log continued (pg 4 of 5) 
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Master Validation Plan – Test Script Log continued (pg 5 of 5) 
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